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5 FAM 760
CLASSIFICATION OF WEB BASED
DOCUMENTS

(CT:IM-67; 09-16-2005)
(Office of Origin: IRM/BPC/RG)

5 FAM 761 TYPES OF NETWORKS
(TL:IM-33; 02-27-2002)

There are three types of networks:

(1) OpenNet is an unclassified (SBU) intranet with an e-mail portal to
the Internet;

(2) OpenNet Plus is an unclassified (SBU) intranet with an e-mail portal
and limited access to the Internet; and

(3) ClassNet is a classified intranet which is not connected to the
Internet, but is connected to SIPRNet and POEMS. ClassNet may
process unclassified information, classified information up to and
including SECRET, and information that has distribution restrictions.
However, no Sensitive Compartmented Information (SCI) will be
processed on ClassNet.

5 FAM 762 CLASSIFICATION MARKING
(CT:IM-67; 09-16-2005)

The requirements of E.O. 12958 concerning classified information apply,
regardless of physical format, to all document types including web pages and
e-mails. Refer to the definition of "information" in E.O. 12958 Part I, Section
1.1b. Refer to 12 FAM 500, Information Security, for details on determining
classification and classification markings.

5 FAH-8 H-450 contains sample codes that can be used to ensure classified
Web pages are properly marked for both display and printing.

5 FAM 760 Page 1 of 2



U.S. Department of State Foreign Affairs Manual Volume 5 - Information Management

5 FAM 763 THROUGH 769 UNASSIGNED
(TL:IM-33; 02-27-2002)

5 FAM 760 Page 2 of 2



